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Abstract 
Wide area measurement system(WAMS) is a fundamental part of security defense in Smart Grid, and the 
communication system of WAMS is an important part of Electric power communication network. For a large 
regional network is concerned, the real-time data which is transferred in the communication network of WAMS will 
affect the safe operation of the power grid directly. Therefore, WAMS raised higher requirements for real-time, 
reliability and security to its communication network. In this paper, the architecture of WASM communication 
network was studied according to the seven layers model of the open systems interconnection(OSI), and the network 
architecture was researched from all levels. We explored the media of WAMS communication network, the network 
communication protocol and network technology. Finally, the delay of the network were analyzed. 
© 2011 Published by Elsevier Ltd. Selection and/or peer-review under responsibility of [name organizer] 
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1. Introduction 
As is the development direction of power industry in the future, Smart Grid is the focus of attention 
around the world currently. Moreover the wide-area measurement system (WAMS) is a significant part of 
Smart Grid, and a fundamental part of security defense in Smart Grid. Since 2003, the wide area phasor 
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measurement technology has been developed prosperously in China. The technology proposes some 
solutions and development prospects for dynamic security and stability assessment, and it is one of the 
basic technologies in the future Smart Grid. 
The electric communication network is a critical infrastructure of the power systems, and it is in order 
to ensure safe and stable operation of power system which came into being. Together with the security 
and stability control systems of power systems, dispatching automation system and electric 
communication network, we regard them as the three pillars of safe and stable operation in electric power 
systems. High performance and high secure and reliable network communication system is the key 
platform to support Smart Grid. Due to carrying a large number of transmission business, any portion of 
electric power communication network with the fault, will affect the communication system’s quality of 
service, and may even pose a serious threat to safe and stable operation of the power system. Therefore, 
the study of WAMS communication network become a research demand point of the Smart Grid field. 
2. communication network of WAMS 
The core idea of WAMS is collecting the real-time operation parameters of wide-area network with 
high precision and synchronization, and the distributed data will be put together with high-speed 
communication network, then global dynamic information of the power grid will be obtained under 
space-time coordinates, thus the security situation on the grid can be defended effectively. The wide-area 
measurement system are mainly divided into three systems: master station system, communication system 
and the sub station system in accordance with the functions which should be completed. The basic 
structure of wide-area measurement system is shown below in figure 1. 
Fig.1. Hierarchical threat evaluation model 
Communication system is the link between master control center system and sub-station of PMU, 
communication system with reliable and efficient is the guarantee for the information which is collected 
by the PMU be transmitted to the control center system in real time. The overall architecture of WAMS 
communication network generally use the communication mode of wide area communications network 
with SDH and ether net with LAN, as is shown in figure 2. 
The communication system of WAMS is an important part of electric power communication network, 
WAMS set higher requirements to its communication network than any other part of the electric power 
communication network. Real-time data which is transmitted in the communication network of WAMS 
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directly affect the safe operation of the power grid, on the level of security in the communication net, we 
have the highest level of reliability and security demand for such data. Otherwise, when there has 
instability or may has instability in the system, it will have refused delivery, late delivery or wrong 
delivery,  all these may lead to the accident and even collapse of power system. Following, we are going 
to study the architecture of WASM communication network according to the open systems 
interconnection(OSI) of the seven layers model.  
Fig.2. The  architecture of WAMS communication network 
A.   Physical layer----the choice of communication medium 
To meet the requirements of WAMS, optical fiber are currently used as the physical media of WAMS 
communication network. Optical fiber has the characteristics of frequency bandwidth, low attenuation, 
small line cross section, no radiation, anti-electromagnetic interference capability and high security, it has 
increasingly become a preferred physical media of the network, especially the backbone network 
constructed. Optical Fiber composite overhead Ground Wire(OPGW) is a kind of cable which is specially 
designed and manufactured, taking into account the special nature of power system. It opened up a 
transport channel with high-speed, wide band and low power transmission on the basis of maintaining the 
functionality and each performance indicators of ground. It also has dual function of the transmission of 
energy and high speed transmission of information. And when information is transmitted, there is 
sufficient tensile strength and good lightning  strike impact. It is the most reasonable choice that OPGW 
used as a physical carrier backbone combining the characteristics of space and time of WAMS. But 
considering the actual situation, because the optical fiber belongs to wired communications, in certain 
places, we must look upon the use of microwave and other wireless communications. 
B.   Network layer and transport layer----the choice of network communication protocols 
We select IP protocol as the protocol in the network layer of WAMS communication network. It is the 
key mechanisms for the interconnection and heterogeneous physical network to provide unified IP 
addresses, thus it can shield the heterogeneity of the lower physical network, and ensure the 
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communication of the heterogeneous network, so solve the problem of connection between various 
network successfully. Constructing the real-time WAMS communication network based on the IP 
protocol, not only can be compatible with some previous data communication application platform, so to 
realize seamless connection of the world wide web, but also can leave a vast space for the future 
development. Data that based on IP protocol can be transmitted through most of the network. 
For the transport layer speaking, TCP protocol (connection-based) and UDP protocols (no connection) 
based on the IP protocol, both can be used to transmit real-time information and data through the network. 
Connection-based communication protocols must guarantee reliable delivery of data, TCP protocol 
sacrificed the swiftness to a certain extent. When transmission error occurs, TCP protocol will retransmit 
the data which may result in delay and can not meet the real-time requirements. UDP protocol don’t have 
to consider additional delay due to the retransmission and confirmation of data, and choosing UDP 
protocol in WAMS private network with less interference basically don’t occur the situation of data loss. 
If the data is lost in the allowed range, then you can use the software in the measurement center to 
compensate the data. Therefore, UDP has an advantage over TCP in WAMS communication network. 
C.   Data link layer---- the choice of network technology 
Synchronous Digital Hierarchy(SDH) is the development hot spot in transmission technology aspects 
of the world’s communication field. SDH is a integrated broadband information network combined with 
the capabilities of multiple connection, line transmission, switching, and it is managed by unified network 
management operations. It has the following advantages. 
(1)frame structure has a uniform world standard, and its transmission efficiency is relatively high. 
(2)frame structure arrangements for a large number of information fields used for maintenance and 
management, and this make the system’s maintenance and management functions strengthened. 
(3)SDH systems with high transfer rate can not only be backwards compatible with low-rate SDH 
systems, but also can be compatible with PDH systems of various rates. 
(4)It can achieve information flow of two-way transmission, and compose of transmission network of 
ring, the system has self-healing ability, and the self-healing recovery time is 40-80ms. 
After the middle 1990's, optical fiber transmission system of Wavelength Division 
Multiplexing(WDM) already had very clear application prospect. WDM is kind of technology that it 
make the two optical signal carrier of different wavelength (which carrying all kinds of information) be 
merged together at the sending end through multiplexer, and coupled to a single fiber for transmission. At 
the receiving end, it make the carrier of various wavelengths be separated through demultiplexer, then do 
further processing by the optical receiver to recover the original signal. The technology that could 
transmit two or many light signals of different wavelengths in the same fiber simultaneously, calls WDM. 
Next-generation broadband network built on the existing network technology and advanced network 
transmission technology, the problem is IP is a network layer protocol, SDH and WDM is close to the 
transmission technology in physical layer, however there is a data link layer needed between the two 
layers. So it focused on the implementation of data link layer to solve the problem. Currently, we 
generally use IP over SDH or IP over WDM technology which be more typical in the data link layer of 
WAMS communication network. They are the mainstream direction of the current IP net technology, and 
play their respective roles in the network. 
If we use IP over SDH directly, all types of business can be send. And for the network that transmit 
data only, such as communication network of WAMS, it is the ideal means of transmission, because it 
does not use ATM, so the overhead of network layer is reduced. It is the transmission technology of IP 
over SDH that IP packet will be mapped to the SDH frame through Point to Point Protocol, and then 
followed the SDH transmission rate of each module. ISP, local telephone operators as well as large 
enterprise customers are all hoping to transmit IP services directly through the SDH, as a alternative 
technology of fast, efficient, reliable, fault-tolerant and easier to configure. On the other hand, the mode 
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of fiber + SDH + IP is very easy to implement on the physical separation between different application 
business of IP, which is critical to some key business, such as control and protection of power system. 
Therefore, the network technology of IP over SDH is an appropriate choice for WAMS communication 
network. It can meet the requirements of real-time data transmission, the reliability of remote control, 
network topology can cover long distance power plants and substations, security Protection System in the 
network era. Further, it can make full use of the existing equipments of state grid corporation’s 
scheduling communication network, so that money can be saved. At present, the network technology has 
achieved a good success in actual application. But the scalability of this approach is not ideal, only 
service groups, non-priority service, need to deal with large and complex routing table, and the difficulty 
to look up the routing table, a lager bandwidth is occupied by the routing information, and Virtual Private 
Network(VPN)is not yet supported. SDH in IP over SDH support IP network in the manner of link, and 
does not essentially increase the performance of IP network. 
It is IP over WDM that create the IP layer upon WDM optical network. This is one of the most 
straightforward system, reducing the network equipment, reducing duplication, reducing network 
complexity, and the complexity of network configuration in particular, thus producing the lowest extra 
cost, and the highest transmission efficiency. It can match the characteristics of asymmetric volume of IP 
business through the traffic engineering design. It can also absorb the sudden business taking advantage 
of the protection fiber of optical fiber ring , try to avoid the cache, reducing latency. Some studies have 
shown, IP over WDM has a competitive power.  
In summary, we give the network architecture of WAMS communication network according to the 
OSI model as  shown in Figure 3. 
Fig.3. OSI architecture of WAMS communication network 
3. Delay analysis on WAMS communication network 
For WAMS, its basic function is to monitor and control the transient operation of power system in real-
time, predict the possible instability or collapse of power system, and prevent the destruction of the 
system stability through appropriate control strategies. In order to obtain reliable curves of transient 
simulation, the cycle of information’s extraction, transmission and processing must be set at 30ms~50ms 
to complete, to ensure full access to transient information of the system, and send emergency control 
measures before the instability or collapse. Therefore, we must clearly understand the time delay exists in 
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all aspects of real-time data transmission, and minimize avoidable time delay as much as possible. 
Generally speaking, the time delay of a communication system(Total) can be expressed as:  
Total=Ttran+Tprop+TQ+Tproc 
In this formula, Ttran is the sending delay which depending on the data volume and sending baud rate, 
Ttran= data volume/ sending baud rate. Tprop is the propagation delay, which is concerned with the 
transmission distance and speed. TQ is the queuing delay caused by network congestion related with 
queuing program and randomly distributed. Tproc is system processing delay, according to the simulation 
analysis, 99.99% of the data can be achieved end to end transmission with in 10ms.  
For the wide-area measurement system is concerned, before voltage and current were transmitted to 
data processing center in primary station, they successively need links of  current/voltage sensor, 
synchronous sampling, the phasor calculation and the data package, sub station communication module, 
communication link, primary station communication front end processor , each link will have a delay. 
Sensors transform actual power amplitude to signals, sampling module can receive, this time delay notes 
for d1, subtle level. Data synchronous sampling device synchronously sampling A/D under the GPS clock 
labels, the delay is small, can be neglected. Phasor calculation time is a fixed value, notes for d2, subtle 
level. The data package is a process that concerned with PMU packet message tectonic and the 
communication protocol stack calls. Size of delay in this part depends upon how much quantity of 
measurement and efficiency of data processing unit, notes for d3, subtle level. Real-time data transmitted 
in the wide-area IP network all can produce packet delay, in other word, a data packet sent from the sub-
station communication module to the main station communication front-end processor through the 
communications link, the time required, recorded as d4. The adjacent nodes and the link between them is 
defined as a hop, in every hop, packet delay includes serialization delay (a), propagation delay (b) and the 
exchange delay (c). Now we suppose a PMU data packet is transmitted from the sub-station 
communication module to the main station communication front-end through j nodes and k links, then : 
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Communication front-end processors and data processing centers are usually located in the high-speed 
local area network, so data transmission delay between them very small to be negligible. 
Based on the above analysis, total delay formula of WAMS is :T=d1+d2+d3+d4. 
4. Conclusion 
In a sense, WAMS is a real-time communication network based on GPS and connection with the 
phasor measurement unit, it has high requirements on reliability and real time of the data transmission 
network. Based on the current existing wide-area measurement system, and aim at the characteristics and 
the corresponding demand of WAMS communication network, the network structure is discussed. This 
article study on the media of WAMS communication network, the network communication protocol and 
network technology in accordance with the OSI seven-layer model from all levels of analysis. last of the 
real-time data transmission delay in the network were analyzed. In the end, the paper analyzed the 
network delay in real-time data transmission process. 
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